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Motivation

There is room for improvement in the maritime sector regarding
cyber security.

The research community lacks openly available real-life AIS
data.

We were interested in the details of the collected data.
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Automatic Identification System (AIS)
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Method - Data Collection
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Method - Data Processing
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Method - Data Analysis
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Results — Overall analysis
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Number of malformed packets - 4 hours
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Number of outlier messages
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Results — Distance Analysis
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Results — Distance Analysis

Latitude (°E)
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Results — Ship behaviour analysis
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Results — Ship behaviour analysis
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Conclusion

We recorded and published an openly available AlS dataset.

We analysed malformed and error messages.

We analysed the reception distance and found anomalies.

We analysed the ship's behaviour and found characteristics.
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Thanks for your attention!

This research was funded by the EU Horizon2020 project MariCybERA (agreement No 952360)
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